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What is the Report About? (Executive Summary) 
 
1. The report seeks approval of the policy document at Appendix 1, which sets out 

how Cumbria County Council will comply with the Regulation of Investigatory 
Powers Act 2000 (RIPA). 
 

2. The report also provides Cabinet with an update on surveillance activity since 
the last report to Cabinet in September 2020.  The Council rarely makes use of 
the powers available under RIPA and no authorisations have been applied for 
or granted in the last year.  

 
Recommendation of the Executive Director 
 

3. Cabinet approve the attached updated Policy in respect of how Cumbria County 
Council will comply with the Regulation of Investigatory Powers Act 2000. 
 

4. Cabinet delegates authority to the Chief Legal Officer/Monitoring Officer in 
consultation with the Leader and Deputy Leader to make amendments to the 
policy where required as a result of changes in legislation. 

 
 Background to the Proposals 
 
5. Cumbria County Council will, on occasion, need to use covert surveillance in 

order to carry out its functions effectively.  RIPA provides the framework under 
which authorised regulators are able to carry out surveillance activities and 
access communications data which would otherwise not be legal because of the 
impact on human rights.  Examples of enforcement activities which may require 
the use of RIPA include trading standards enforcement activities against rogue 
traders and loan sharks, community and fire safety, fraud investigations and 
child protection.  

 
6. RIPA applications must go through a prescribed process which involves 

authorisation by one of the specified authorising officers.  The authorised RIPA 
application must then be presented to a Magistrate for judicial approval.       
Guidance states that elected members of a local authority should review the 
authority’s use of RIPA and set the policy at least once a year.  The proposed 
policy document at Appendix 1 reflects the policy approved by Cabinet in 2020 
with no key changes.  There have been some minor amendments to the policy 
in line with best practice. The 2020 policy was an updated policy, taking into 
account the observations of the inspector in his report following on from the last 
inspection which took place in February 2020.   



7. To ensure widespread adherence to the new process, which focused on the use 
of social media, the council undertook an awareness raising programme 
incorporating revised staff training, regular reviews and guidance on the use of 
the new procedure for use of social media via Heads Up and other targeted 
communications to those staff most likely to be engaged in social media use.  
This is reviewed and compliance is monitored at quarterly meetings authorising 
officers, the Monitoring officer and relevant Assistant Directors.  
 

8. There have been no RIPA authorisations applied for or granted since the date 
of the last report in September 2020.   
 

Options Considered and Risks Identified 
 
9. In order to comply with relevant legislation and guidance, the Council must have 

a policy.  The options are therefore: 
 

10. Option (a) 
 

 That Cabinet approves the Policy attached at Appendix 1 and delegates 
authority to the Chief Legal Officer/Monitoring Officer in consultation with 
the Leader and Deputy Leader to make amendments necessary to the 
policy in as a result of changes to legislation.  
 

 Option (b)  
 

 That Cabinet approves the Policy at Appendix 1 with amendments. 
 
Option (c) 
 

 That Cabinet does not approve the Policy at Appendix 1.  
 

11. Risks – There is a risk that in not implementing a revised RIPA Policy (option 
C) the Council would not be compliant with it’s obligations for annual review.  

  
Reasons for the recommendation/Key benefits  
 

 The approval of the policy as drafted will ensure the Council’s compliance 
with relevant legislation and guidance. 

 Ensuring that an up to date and accurate policy and guidance is available 
will assist the Council to balance the needs of undertaking work to 
safeguard individuals and local communities whilst ensuring that it does 
not unnecessarily infringe the human rights of individuals. 
 

Financial – What Resources will be needed and how will it be Funded? 
 

12.  There are no financial implications as a result of the recommendations 
 contained within this report.  

 
 
 
 
 



 Legal Aspects – What needs to be considered? 
 
13. The Regulation of Investigatory Powers Act 2000 sets out a regulatory 

 framework for the use of covert surveillance techniques by public authorities. 
 
14. Statutory guidance states that elected members of a local authority should 

 review the authority’s use of the RIPA and set the policy at least once a year. 
 

   Health and Safety Aspects – What needs to be considered? 
 
15. The Council has a responsibility under the Health & Safety at Work Act 1974 to 

ensure, as far as is reasonably practicable, that adequate health and safety 
provisions are in place. Whilst there are no direct health and safety related 
implications arising from the report itself, the Council will progress any RIPA 
activity (should it be required) in line with the Council’s corporate health, safety 
and wellbeing policy statement last agreed by Cabinet in July 2021.  

 
 Council Plan Priority – How do the Proposals Contribute to the Delivery of 

the Council’s Stated Outcomes? (Outcomes - People in Cumbria are 
Healthy and Safe, Places in Cumbria are well connected and thriving, the 
Economy in Cumbria is growing and benefits everyone)  

 
16. The Council is required by law to set a policy in respect of the Council’s use of         

 RIPA. 
 
  What is the Impact of the Decision on Health Inequalities and Equality and 

Diversity Issues? 
 
17. There is a positive impact on individuals and local communities of the Council 

 undertaking investigative work that enables it to safeguard the vulnerable and 
 fulfil its responsibilities as a regulatory authority.  However, to ensure that 
 benefit, any action taken needs to be lawful, necessary and proportionate and 
 the recommendations is this report will assist to achieve an appropriate balance 
 by providing clear guidance to staff. 

 
Appendices and Background Documents 

 
Appendix 1  Cumbria County Council Policy Document – The Regulation of 

Investigatory Powers Act 2000 
 

Key Facts 
 
Electoral Division(s): All. 

 
 

Executive 
Decision  

Key 
Decision 
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in 
Forward 
Plan 

Exempt 
from call-
in 
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NO NO NO N/A NO N/A NO 
 



Approved by the relevant Cabinet Member/s on 03/09/20  
 
Previous relevant Council or Executive decisions:  
 
The 2020 RIPA Policy was approved in September 2020.  
 
Consideration by Overview & Scrutiny 
 
Not considered 
 
Background Papers 
 
None 
 
Report Author 
 
Iolanda Puzio, Chief Legal Officer/Monitoring Officer 
 
 
 
 


